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We live an era characterized by the constant 

use and interaction with technology and digital 

environments. Also, our current society is 

characterized by having inherited and assumed 

the responsibility of combating structural 

problems that arose in the last century and that 

have become global challenges focused on 

inventing solutions aimed at generating material 

equality, greater guarantee of access to justice 

and respect for human life and dignity. 

While technological advances have immense 

transformative potential, they also threaten to 

deepen inequalities that exist in our world, 

particularly in latin america, where a lack of 

resources, lack of education and social norms 

that perpetuate systemic inequalities prevail.

However, legal design, a multidisciplinary 

methodology that combines technological 

solutions, people-centered design principles 

INTRO-
DUCTION

3 LABICPA was the 8th Citizen Innovation Laboratory held in Panama and organized jointly by SEGIB (Ibero-American 
General Secretariat)’s Division of Public and Citizen Innovation and the Panamanian government.  This and other projects 
can be consulted at: https://www.innovacionciudadana.org/seleccion-personas-colaborar-labicpa/. 



and strong legal foundations, emerges as a promising 

avenue to address most of nowadays complex issues related 

to human rights.

This success story begins at the end of 2022, when the 

opportunity arose to participate in labicpa3 a citizen 

innovation lab that brings together diverse teams to 

collaborate on projects aligned with a common theme. That 

year the theme revolved around digital and technological 

inequalities that disproportionately marginalize women and 

girls. In this context, flourished, a platform conceptualized 

by ipandetec4 to counteract digital violence against women 

in Latin America through educational resources and 

empowerment of its users. What distinguished this project 

was the synergy of a multidisciplinary and multicultural 

team5, composed predominantly of women. This diversity 

of perspectives, coupled with the application of legal design 

principles centered on human needs, laid the groundwork for 

a technological and intuitive solution and firmly anchored in 

the rule of law and respect for women’s dignity, equality and 

autonomy.

4 IPANDETEC is a non-governmental organization that advocates for the adoption and governance of information and communication 
technologies (ICTs), while also working to uphold human rights in the digital realm within Panama.  https://www.ipandetec.org/
5 The team’s multicultural makeup, with members from Cuba, Costa Rica, Peru, Colombia and Panama, brought diverse cultural perspectives. 
Having predominantly female members aligned the solutions with the target users’ lived experiences. This intersectional composition enabled 
co-creating interventions tailored to the region’s diverse realities.



The “Seguras en Línea” project initially aimed to build 

a mobile app primarily to showcase survey results and 

interview findings around digital violence previously gathered 

by IPANDETEC. However, upon deeper reflection, the team 

realized that merely disseminating awareness about an issue 

that is already widely overlooked would yield minimal impact. 

In order to create a much more impactful solution, the team 

initiated an extensive review process of the data collected in 

IPANDETEC’s anonymous survey6. This survey and research 

allowed us determine:

3 KEY PROBLEMS 
THAT MARKED 
OUR STARTING 
POINT 
DURING THE 
INNOVATION 
LABORATORY:
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insufficient data

prevention and 
education

victims support
and empowerment

The absence of reliable data on digital violence against women seriously limits the ability to design and 

implement comprehensive public policies that guarantee access to justice7. For this reason, the first thing that 

was done was to conduct an anonymous survey campaign to collect the minimum necessary information on 

the realities and experiences around digital violence victims.

There is a clear need to develop educational resources and 
awareness-raising initiatives focused on equipping people, 
especially women and girls, with the necessary knowledge and 
tools to proactively identify risks, make informed decisions and take 
preventive measures against the various forms of violence women 
experience8.

For those already impacted by digital violence, a striking need emerged for support systems and 
resources tailored to their unique vulnerabilities. Providing guidance on recognizing situations 
of abuse, understanding legal options, and accessing psychological aid became paramount in 
empowering victims to navigate their traumatic circumstances and break cycles of victimization9.



ACCESS TO 
JUSTICE

2LEGAL ISSUES 
IMPACTED

Equitable access to justice is a fundamental human right 

that must be guaranteed to all individuals, regardless of 

gender or circumstance9. However, in the case of digital 

violence against women and girls, structural barriers 

discourage reporting abuse, accessing legal and 

psychological services and obtaining adequate judicial 

protection. The development of this project highlighted 

the lack of accessible channels for reporting these 

cybercrimes and widespread misinformation about 

available legal mechanisms. These barriers perpetuate a 

cycle of impunity that exacerbates the vulnerability and 

re-victimization of women and girls in digital spaces in 

most Latin American countries10.



GENDER 
BASED 
VIOLENCE

Throughout history and today, women and 
girls have faced disproportionate levels of 
violence, including physical, sexual, and 
emotional abuse, rooted in gender-based 
discrimination and power imbalances. The 
World Health Organization estimates that one 
in three women globally has experienced 
physical or sexual violence11. Latin America, 
in particular, has alarmingly high rates of 
gender-based violence, including femicide 
and widespread sexual harassment. 
Addressing this requires comprehensive 
measures that tackle the root causes, promote 
gender equality and empowerment, and 
strengthen laws and institutions to protect and 
support women and girl12



FRAMEWORK1
HOW TO DESIGN A TANGIBLE 
AND SCALABLE SERVICE & 
PRODUCT THAT CENTERS ON THE 
EXPERIENCES OF FEMALE VICTIMS? 

HOW TO ALIGN IT WITH HUMAN 
RIGHTS PRINCIPLES, AND ENSURES 
A DEEP UNDERSTANDING OF 
DIGITAL VIOLENCE?

EASY!
THROUGH 
A GENDER 
PERSPECTIVE 
FRAMEWORK.



METHODOLOGY
This project was developed using a pioneering approach and a gender perspective 
framework13. The methodology14 consists of a structured, four-step iterative process: 

QUICK PROCESS VIEW
The team started the empathize and discovery phase by conducting desk research 
and women interviews to deeply understand the app users context and identify their 
challenges. During the definition phase, the data was interpreted to discern key behavioral 
patterns and insights that would shape the solution. In the development phase, the team 
collaborated to generate a wide range of innovative and practical ideas through cocreation 
techniques. Finally, in the delivery phase, a prototype was created and tested with users to 
ensure its usability and effectiveness.

Applying Legal Service Design principles15 allowed the team to focus on a user-centric 
approach, addressing digital violence against women while enhancing user experience 
and access to justice. The Gender Perspective Framework ensured the solution 
was tailored to the specific needs and experiences of women and girls, addressing 
genderbased inequalities and promoting equality and social justice.
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The team conducted interviews with a diverse group10. Insights were gathered on the 
frequency of digital violence, reactions to it, and potential actions to face it. Participants 
were asked which steps would they take in case of experiencing digital violence? Who 
they would turn to for help? How much potencial and value they saw of an app related to 
digital violence? This among other relevant questions.

The desk research was initiated to examine the domestic legal framework concerning 
digital violence against women in Panama. A significant revelation pertained to Panama’s 
Law 83/201316, which “recognizes various forms of violence against women and 
delineates measures for victim protection and offender sanctioning”. Remarkably, none 
of the interview respondents demonstrated familiarity with this legislation. Additionally, 
an exploration of the international legal framework pertaining to the United Nations’ 
Sustainable Development Goals was undertaken to address pivotal aspects of this project, 
namely access to justice and gender equality.

Based on the survey and the victims testimonies, it was possible to identify
11 distinct forms of digital violence17.

Access, use, control, manipulation, and/
or publication of private information and 
personal data.
Online defamation.
Sexual exploitation facilitated by 
technology
Impairment of expression channels and 
coordinated attacks.
Online extortion

Discriminatory expressions and hate 
speech.
Non-consensual dissemination of 
intimate content.
Online threats.
Impersonation and online identity theft.
Online stalking.
Online sexual harassment.



The team dedicated efforts to grasp the primary pain points and requirements of the 
victims. We seized opportunities for innovation to address these challenges by posing the 
question: how might we? Here’s what we uncovered:

IN
S

IG
H

T
S

O
P

P
O

R
T

U
N

IT
IE

S how might we: 
Allow individuals to identify the type of digital violence they are experiencing?

Help individuals to learn about potential solutions against digital violence? 

Connect digital violence victims with psychological and legal support hotlines? 

Create a reporting channel for digital violence victims that would guarantee an 
innovative, accessible, and clear legal experience?

insufficient information on digital violence
Many women may not even understand that they are experiencing digital 
violence.

insufficient attention
Major stakeholders, including law enforcement, the community, legal 
professionals, and prosecutors, often fail to lend an ear to victims, 
necessitating them to recount their experiences multiple times before being 
acknowledged, thereby perpetuating the cycle of revictimization.

insufficient support
Various hurdles within the legal, institutional, and psychological realms, 
necessitating external support to navigate these each of these challenges 
independently.
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ADN

To start co creating the app, the first thing 

we did was to define the ADN of our app:  

attributes (A), descriptors (D), and needs 

(N). With this, we erased all the questions 

and doubts we had at that point because we 

cleared up its purpose, target audience and 

value proposition.

The final ADN we cocreated was: “A tool that 

provides close and transparent guidance and 

support to users in the search for solutions to 

digital violence.”

PAPER PROTOTYPE

Although we did it not on paper but on an interactive whiteboard, it was an exercise in which 

each member of the group created their prototype by imagining the content, the order and the 

interaction that users would have with the interface and the experience of the application. In this 

way, we were able to make a checklist of user needs and expectations that should be covered by 

our final prototype. One of the best proposals of this exercise was to make a test that would allow 

victims to identify the type of digital violence they are experiencing.



FINAL DELIVERY

Having our final prototype created 

in Figma was very useful since 

the team members live in different 

countries, and once our time 

together in Panama was over, we 

needed a collaborative platform 

to continue iterating the prototype. 

During the closing ceremony and 

presentation of the Lab, we also 

used Adobe XD to have a working 

version to test the user experience 

and interface with the public.



SOLU-
TION

1

2
3

Throughout the project, we aimed to 
address the three main problems faced 
by victims of digital violence: insufficient 
data, preventive and educational efforts 
are needed and victim support and 
empowerment. The application “Seguras 
en Línea” was conceived and developed 
through the legal service design 
methodology to fulfill several purposes:

It provides useful information and resources 
about digital violence in an easy-to-
understand manner. This way, anyone can 
identify if they are a victim of this type of 
violence and determine which of the 11 
types of digital violence their particular case 
falls under.

It allows users to file a formal legal 
complaint in a guided and straightforward 
way through the app, with instructions for 
submitting them to the authorities.

It efficiently connects victims of violence 
with psychological, legal, and digital security 
support, as well as a support community.

In this way, we achieve the goal of 
empowering women and girls through 
technology18, closing the digital gap, 
promoting gender equality, and ensuring a 
better access to justice.



This app simplifies access to justice for women and 
reduces significantly the number of steps required to 
obtain legal or psychological assistance in cases of 
violence against women. However, the procedural part 
remains the same. Although progress has been made 
to make the initial stage of filing a complaint, there is 
still a long way to go to make the entire judicial process 
simpler, more integral and efficient.

In other words, while we managed to impact a very 
important part of the journey, it is neither the largest nor 
the most significant stage. This should be considered 
when exploring ways to further expand the reach and 
impact of the app. This includes not only making it 
accessible to all victims of digital violence at all times, 
but also ensuring it is a useful tool for parents, friends, 
and public and private organizations. Another of the next 
goals is to secure the support of prosecutors’ offices 
throughout the Latin American region and engage private 
companies to aid in the fight against digital violence 
against women and girls. 
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